As shown in below image, | thought to apply a basic a=alert,a(1) payload in Account name but there's a
Filter that blocks payloads with tags & symbols as there are only Alphabets, Numbers & Hyphens allowed,

therefore | encoded it into Base64. And, pasted in Technical Account name but it didn't work so | decided
to move ahead to try on Support Section by Creating a New Ticket with that Encoded Payload.
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As shown in below image, in Support Section | clicked on Open a new ticket, and | entered that Base64
Encoded Payload in Object Field, and then in Subject Field | entered XSS Testing</script><script>alert()</
script> as a Payload, and in Message Field | kept all MarkDown XSS Payloads as there's a Markdown
syntax has been enabled, so | though it might trigger execution of Payloads.
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As shown in below image, I thought to apply a basic a=alert,a(1) payload in Account name but there's a Filter that blocks payloads with tags & symbols as there are only Alphabets, Numbers & Hyphens allowed, therefore I encoded it into Base64. And, pasted in Technical Account name but it didn't work so I decided to move ahead to try on Support Section by Creating a New Ticket with that Encoded Payload.

a4r0nst0n3
As shown in below image, in Support Section I clicked on Open a new ticket, and I entered that Base64 Encoded Payload in Object Field, and then in Subject Field I entered XSS Testing</script><script>alert()</script> as a Payload, and in Message Field I kept all MarkDown XSS Payloads as there's a Markdown syntax has been enabled, so I though it might trigger execution of Payloads.
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As shown in below images, there's also an option of Attachments so | choose a JavaScript Embed PDF File
js_injected_poc.pdf which | created through a tool named JS2PDFInjector with basic XSS Payloads as below:
app.alert("DJH4CK3R");

app.alert("XSS");
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As shown in below image, I've cross-checked everything in every INPUT Fields and decided to Submit all,
but also | don't want any error on Submission with any kind of Filters or anything related to rules & policies
regarding to Input or Attachment Fields, that's why | decided to use Content-Encoding: gzip method in
submission with intercepting the request in Burp Suite.
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As shown in below images, there's also an option of Attachments so I choose a JavaScript Embed PDF File js_injected_poc.pdf which I created through a tool named JS2PDFInjector with basic XSS Payloads as below: app.alert("DJH4CK3R");app.alert("XSS");

a4r0nst0n3
As shown in below image, I've cross-checked everything in every INPUT Fields and decided to Submit all, but also I don't want any error on Submission with any kind of Filters or anything related to rules & policies regarding to Input or Attachment Fields, that's why I decided to use Content-Encoding: gzip method in submission with intercepting the request in Burp Suite.
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As shown in below images, I've intercepted the POST Request of Submission in Burp and manipulated request
with Request Header of Content-Encoding: gzip which can allow to bypass Blocking Filters in some cases
without making any changes in Data/Content, as can be seen in request, there's gzip encoding is allowed
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As shown in below image, the modified request has been sent and response seems positive with 302 Found,
which means the Payloads & Files got Submitted on Server-Side successfully, now | need to check which
Payloads will be executed/triggered properly!
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As shown in below images, I've intercepted the POST Request of Submission in Burp and manipulated request with Request Header of Content-Encoding: gzip which can allow to bypass Blocking Filters in some cases without making any changes in Data/Content, as can be seen in request, there's gzip encoding is allowed.
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As shown in below image, the modified request has been sent and response seems positive with 302 Found, which means the Payloads & Files got Submitted on Server-Side successfully, now I need to check which Payloads will be executed/triggered properly!


As shown in below image, the Ticket has been Submitted successfully, now | need to check inside of it.
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As shown in below image, as expected due to the Filters, Markdown XSS Payloads have been rendered as a
Text only, there are no execution/trigger of Markdown Payloads, but the Malicious JavaScript Embed PDF File
is also got uploaded, so need to check that also. By hovering over that attachment of js_injected_poc.pdf, |
got a link of the pdf file which is hosted on AlwaysData's Admin Storage Server which is as below:
https://admin.alwaysdata.com/support/92563/427563-js_injected_poc.pdf
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As shown in below image, the Ticket has been Submitted successfully, now I need to check inside of it.
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As shown in below image, as expected due to the Filters, Markdown XSS Payloads have been rendered as a Text only, there are no execution/trigger of Markdown Payloads, but the Malicious JavaScript Embed PDF File is also got uploaded, so need to check that also. By hovering over that attachment of js_injected_poc.pdf, I got a link of the pdf file which is hosted on AlwaysData's Admin Storage Server which is as below:https://admin.alwaysdata.com/support/92563/427563-js_injected_poc.pdf


As shown in below images, | clicked on attached file and it got me rediected on https://
admin.alwaysdata.com/support/92563/427563-js_injected_poc.pdf where the Malicious PDF File has been

stored and it got also triggered successfully with Pop-ups of admin.alwaysdata.com says DJH4CK3R and
admin.alwaysdata.com says XSS

c heps//admin.alwaysdata.com/support/92563/427563-js_injected pocpdf | ¢ f4 & @

admin.alwaysdata.com says

DJH4CK3R

As shown in below image, this has been confirmed as a Stored XSS with Malicious PDF
Upload, and the impact can be seen on Support, Admin & Server End with further
exploitations along with many more Payloads.
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As shown in below images, I clicked on attached file and it got me rediected on https://admin.alwaysdata.com/support/92563/427563-js_injected_poc.pdf where the Malicious PDF File has been stored and it got also triggered successfully with Pop-ups of admin.alwaysdata.com says DJH4CK3R and admin.alwaysdata.com says XSS
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As shown in below image, this has been confirmed as a Stored XSS with Malicious PDF Upload, and the impact can be seen on Support, Admin & Server End with further exploitations along with many more Payloads.


